


















2377-3782 (c) 2017 IEEE. Personal use is permitted, but republication/redistribution requires IEEE permission. See http://www.ieee.org/publications_standards/publications/rights/index.html for more information.

This article has been accepted for publication in a future issue of this journal, but has not been fully edited. Content may change prior to final publication. Citation information: DOI 10.1109/TSUSC.2017.2774184, IEEE
Transactions on Sustainable Computing

IEEE TRANS. ON SUSTAINABLE COMPUTING 10

[57] P. Germain, A. Lacasse, M. Laviolette, A. ahd Marchand, and R. J. F.,
“Risk bounds for the majority vote: From a pac-bayesian analysis to
a learning algorithm,” Journal of Machine Learning Research, vol. 16,
no. 4, pp. 787–860, 2015.

[58] C. Dwork, V. Feldman, M. Hardt, T. Pitassi, O. Reingold, and A. Roth,
“Preserving statistical validity in adaptive data analysis,” in Annual ACM
Symposium on Theory of Computing, 2015.

[59] ——, “The reusable holdout: Preserving validity in adaptive data anal-
ysis,” Science, vol. 349, no. 6248, pp. 636–638, 2015.

[60] J. Platt, “Probabilistic outputs for support vector machines and com-
parisons to regularized likelihood methods,” Advances in large margin
classi�ers, vol. 10, no. 3, pp. 61–74, 1999.

[61] “Google play store,” https://play.google.com/, accessed October 19,
2017.

[62] “Virus total,” https://www.virustotal.com/, accessed October 19, 2017.
[63] “The custom permission problem,” https://github.com/commonsguy/

cwac-security/blob/master/PERMS.md, accessed October 19, 2017.
[64] “Android custom permissions leak user data,” [http:

//blog.trendmicro.com/trendlabs-security-intelligence/
android-custom-permissions-leak-user-data/, accessed October 19,
2017.

[65] “Android permissions,” https://developer.android.com/reference/android/
Manifest.permission.html, accessed October 19, 2017.

[66] “Dexlib2,” https://github.com/JesusFreke/smali/tree/master/dexlib2, ac-
cessed October 19, 2017.

[67] M. Lichman, “UCI machine learning repository,” http://archive.ics.uci.
edu/ml”, accessed October 19, 2017.

Simone Aonzo Simone Aonzo is a PhD student
in Computer Science and Systems Engineering at
DIBRIS, University of Genoa. His research topics
are: mobile security, binary/malware analysis and
exploitation techniques. Before starting the PhD he
worked as security software developer and pentester
for an IT security company.

Alessio Merlo Alessio Merlo got a Ph.D. in Com-
puter Science from University of Genova (Italy) in
2010 where he worked on performance and access
control issues related to Grid Computing. He is
currently serving as an Assistant Professor at the
University of Genoa, Italy. His research interests
focus on performance and security issues related to
Web, distributed and mobile systems.

Mauro Migliardi Mauro Migliardi is currently As-
sociate Professor at the University of Padua and
Adjunct Professor at the University of Genoa. His
main research interest is the engineering of secure,
energy aware distributed systems. He tutored more
than 80 among Bachelor, Master and PhD students
at the Universities of Genoa, Padua and Emory, and
he authored or co-authored more than 130 scientific
papers.

Luca Oneto Luca Oneto was born in Rapallo, Italy
in 1986. He received his BSc and MSc in Electronic
Engineering at the University of Genoa, Italy respec-
tively in 2008 and 2010. In 2014 he received his
PhD from the same university in School of Sciences
and Technologies for Knowledge and Information
Retrieval with the thesis ”Learning Based On Empir-
ical Data”. In 2017 he obtained the Italian National
Scientific Qualification for the role of Associate
Professor in Computer Engineering. He is currently
an Assistant Professor at University of Genoa with

particular interests in Statistical Learning Theory, Machine Learning, and Data
Mining.

Francesco Palmieri is an associate professor at
the Computer Science Department of the Salerno
University. He received his M.S. Degree and Ph.D.
in Computer Science from the Salerno University.
His research interests concern Advanced Networking
Protocols and Architectures and Network Security.
He authored more that 150 scientific papers in re-
puted journals and conferences, serves as the Editor-
in-Chief of an international journal and participates
to the Editorial Board of other ones.


